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Abstract—Iceland’s rapidly growing technology economy with
significant dependence on digital communication, yields cyber-
security threats that pose a multifaceted challenge. We raise
the question of how coalition operations, and the integration
of international best practices for national cyber security, could
effectively bolster the cyber defense capabilities of a NATO
member state such as Iceland. A main contribution of this
paper is the detailing on the role that NATO, with its profound
experience in multi-domain joint operations and its established
Cooperative Cyber Defence Centre of Excellence (CCDCOE),
could significantly augment the cyber defenses of Iceland. This
includes knowledge sharing, joint training exercises, rapid in-
cident response collaborations, and shared cyber intelligence
platforms. Drawing on experience from Nordic countries, fortified
by NATO support and multi-sector collaboration, we conclude
that the establishment of an Icelandic Cyber Exploitation and
Defense (ICED) Force is necessary to strengthen Iceland’s digital
ramparts. An Icelandic Cyber Command will send a resounding
message of deterrence, signaling Iceland’s commitment and
capability to thwart cyber threats with its coalition partners.

Index Terms—Cyber Defense, NATO, Iceland, Nordics, Coali-
tion Cyber Operations, CCDCOE

I. INTRODUCTION

The digital age, characterized by its unprecedented in-
terconnectivity and technological advancements, brings forth
both unparalleled opportunities and profound vulnerabilities.
In this matrix of evolving networks, states and institutions
must fortify their defenses against growing cyber threats.
Iceland, renowned for its pristine landscapes and geother-
mal marvels, has recently emerged as an epicenter of both
technological innovation and associated cyber vulnerabilities.
Iceland’s ambitious dive into technology has seen significant
growth in digital infrastructure such as data centers and high
technology companies. This growth, catalyzed by the avail-
ability of affordable and abundant hydro-electric electricity,

has attracted substantial international investments, particularly
in the form of a booming data center industry. Coupled with
significant investments in improved connectivity, illustrated by
the recently (March 2023) launched IRIS 108 Tbps undersea
cable system linking Iceland to Ireland and onwards to Europe
and the US, Iceland is asserting its place as a premier hub for
advanced yet cost-effective digital infrastructure. Nevertheless,
this digital feat also has its downsides.

Given its vast data center infrastructure and focus on end-
user privacy, Iceland has inadvertently become a de-facto
staging ground for illicit cyber activities [1]. Notably, Chinese
and Russian threat actors have exploited the nation’s digital
infrastructure for potentially malevolent purposes. These actors
have firmly entrenched themselves, attempting to make notable
land purchases, expanding diplomatic relations, and fostering
increased investment in digital infrastructure in-country which
has been a cause for international concern [2]. The strategic
location of these target landholdings, coupled with consider-
able investment in information and communication technology
infrastructure through nation-state connected entities such as
Huawei, amplifies the potential threats manifold [3]. Such
physical and digital presence of adversarial actors poses sig-
nificant challenges to both Iceland’s national security and the
broader Euro-Atlantic community. For example, Iceland’s Data
Protection Authority alerted Icelanders to unnecessarily broad
video surveillance activity around the Chinese embassy [4].
Iceland’s exposed position in relation to existing cyber threats
is especially worrisome in light of the country being ranked
“at the bottom of the list” in terms of cybersecurity [5].

Iceland’s geo-strategic significance is not solely based on its
land or digital assets; it extends to the undersea and the skies
[6]. The country hosts pivotal digital infrastructures of monu-
mental importance to NATO and the broader Euro-Atlantic
community. Crucial submarine cables that establish direct



communication channels between the US and Europe thread
through Icelandic territories. Additionally, Iceland’s satellite
communication infrastructure, characterized by several in-
dispensable ground stations, plays a vital role in ensuring
seamless communication and surveillance for the transatlantic
alliance. The security of these assets is paramount, not just for
Iceland, but for the entire North Atlantic community. Recently,
NATO has expressed concern about Chinese investment in
Icelandic ground station infrastructure for what is claimed
to be “Northern Lights research” [7]. Some scholars believe
such ground infrastructure is part of a vast network of over-
the-horizon-radar systems that China has strategically located
around the globe, disguising them as dual-use scientific re-
search stations [8], [9].

This paper is the product of discussions among Swedish,
Icelandic and American experts in cybersecurity and national
security law. It further incorporates insights from workshops
held with members of the Icelandic National Security Council
and high tech industry leadership across Iceland. In this paper,
we raise the question: How can Iceland constructively engage
in cyber coalition operations while simultaneously improving
its cyber national security by leveraging international collab-
orations and best practices?

Given this intricate web of opportunities, threats, and global
stakes, the establishment of a dedicated Cyber Exploitation and
Defense Force (ICED) for Iceland emerges as an imperative.
The intent is not just to defend Iceland’s security but to ensure
the resilience and security of broader transatlantic digital
communication and defense systems. Collaborative endeavors,
especially with defense giants like NATO, can harness shared
intelligence, resources, and expertise, optimizing the defense
against the backdrop of Iceland’s unique challenges. As Ice-
land treads the path toward bolstering its cyber defenses, it
need not venture alone. Several small states have embarked
on similar journeys, having realized the indispensable need
for formidable cyber defense mechanisms in light of rising
digital threats. Two such nations, Sweden and Estonia, serve
as valuable case studies for Iceland.

This paper aims to offer a comprehensive blueprint for
Iceland, drawing from both its unique challenges and the
lessons of fellow states. The subsequent sections will detail
Iceland’s digital assets, analyze the threats from adversarial
actors, propose defense strategies inspired by Sweden and
Estonia, and delve into potential collaborations, especially
with NATO. To conclude, Iceland’s intricate digital scenario
calls for a well-rounded, collaborative approach. Drawing from
the experiences of other nations and harnessing the strength
of global alliances will be pivotal to ensure Iceland’s digital
future remains secure and thriving. This paper will traverse
the multifaceted landscape of Iceland’s digital challenges,
drawing from global benchmarks and offering comprehensive
strategies. Ensuing chapters will detail the intricacies of Ice-
land’s digital and geo-strategic assets, dissect the emerging
threats from foreign actors, and advocate for robust defense
mechanisms, emphasizing the role of NATO and collaborative
international endeavors. Iceland’s position in the global digital

chessboard is both advantageous and vulnerable. Navigating
this delicate balance will determine its future resilience, secu-
rity, and prominence in the digital domain.

We commence our exploration with an overview of the
cyber threat landscape, emphasizing the unique vulnerabilities
Iceland faces due to its geopolitical positioning and its recently
gained position as a leading center for digital infrastructure
in the Euro-Atlantic region. Drawing inspiration from inter-
national benchmarks, as well as successful defense strategies
adopted and operationalized by comparable nations, we pro-
pose a framework for the inception, growth, and operation of
an Icelandic Cyber Exploitation and Defense (ICED) Force to
bolster the nations defenses against a broad range of cyber
threats. Special emphasis is given to the pivotal role of human
capital, highlighting strategies for the recruitment, training,
and retention of top-tier cyber talent.

II. ICELAND’S MILITARY POSTURE

Iceland is a country that has actively eschewed a military
since becoming a republic and fully independent from Den-
mark on June 17, 1944. Despite this stance, it was a founding
member of NATO and has been an active member since
NATO’s inception in 1949. In 1951, the United States and Ice-
land signed a bilateral defense agreement in which the United
States committed to defending Iceland’s interests on behalf of
NATO in return for basing rights in Keflavik, Iceland. In 2006,
the United States agreed to continue providing for Iceland’s
defense, while also making provisions for decommissioning
the permanent base in Keflavik. Despite not having a military,
Iceland maintains an active Coast Guard and domestic police
force, both under the guise of being law enforcement agencies.
The Icelandic Coast Guard patrols its waters and performs
search and rescue operations. In addition it is responsible
for operational defence tasks in Iceland including but not
limited to operation of NATO — Keflavik Air Base, Security
Zones, Iceland Air Defence Systems, its remote radar and
communication sites. It also provides host nation support for
all Allied visiting forces operating in Iceland [10].

Due to the domestic political discourse, that has often
tended to interpret Iceland’s lack of military capabilities as
a ’pacifist’ stance, Icelandic authorities have outwardly ex-
pressed discomfort with offensive military operations [11].
However, the nature of warfare has changed. In June 2023 pro-
Russian hacking group NoName057 launched cyber attacks
targeting the Icelandic Parliament’s websites and Icelandic
cyber infrastructure, potentially in response to Iceland hosting
the Council of Europe Summit [12]. The Computer Emergency
Response Team of Iceland (CERT-IS), housed in the Electronic
Communications Office of Iceland, has struggled to defend
against such threats previously [13]. This is unsurprising given
Iceland’s purely defensive and reactive stance to cyber inci-
dents. Other countries have taken a more proactive approach to
defending their country from offensive cyber operations by de-
fending forward in the digital domain. For example, the United
States has adopted a cyber strategy of persistent engagement
and defending forward, which has yielded success [14], [15].



Table 1
SuPPORT TO ICED FORCES PROVIDED BY NATO

Cyber Defense Support

Description

Assessment and Gap Analysis

Conduct thorough assessments of Iceland’s current cyber infrastructure, identifying vulnerabilities and areas
for improvement.

Joint Training Exercises

Organize and lead joint training exercises, simulating real-world cyberattack scenarios to test and enhance
response mechanisms.

Shared Intelligence and Resources

Offer real-time threat intelligence, sharing information about emerging threats, and providing resources to
counteract them. FMN provides a secure platform for sharing threat intelligence, vulnerabilities, and best
practices among member nations.

Infrastructure Fortification

Assist in strengthening the nation’s critical digital infrastructure, from submarine cables to data centers,
ensuring they remain resilient against sophisticated attacks. As part of the FMN initiative, Iceland can tap
into a suite of advanced cyber defense tools, software, and technology solutions that are being used across
NATO member nations.

Communication and Information Systems

FMN enables a rapid instantiation of mission networks, enhancing interoperability and serving as a foundation

for efficient communications.

Given that the UN Charter does not explicitly consider all
cyber operations an act of force, we argue that Iceland can
preserve its proclaimed pacifist ethos, while conducting offen-
sive cyber operations for purposes of national security through
the creation of ICED. As subsequently described, Iceland has
the in-country skills to adopt such a cyber operations strategy
and it would serve to benefit engagement for future NATO
coalition operations.

III. ICELAND’S CURRENT CYBERSECURITY LANDSCAPE

Iceland’s national security and defense strategy rests on
the foundation of the country’s collaboration with NATO,
an active collaboration with other Nordic countries, and its
defence agreement with the United States. In understanding
the nuances of Iceland’s cybersecurity needs, it’s pivotal to first
comprehend the nation’s existing capabilities. This highlights
the current cyber defense infrastructure of Iceland, spanning
the civilian commercial sector, public sector initiatives, and
the nation’s long-term cybersecurity strategy for 2022-2037.

Civilian Commercial Sector—The Icelandic civilian com-
mercial sector has witnessed a surge in cybersecurity startups
and enterprises over the past decade. Drawing from the na-
tion’s strong IT talent pool and innovative research institutions,
the Icelandic commercial sector offers a wide array of services
including penetration testing, threat intelligence, and cyberse-
curity consultancy. Many of these firms have pioneered unique
cybersecurity solutions tailored to the needs of the Icelandic
market, such as the fishing and aluminium smelting industries,
while some have gained traction in global markets.

Collaborative Ventures—Some Icelandic cybersecurity firms
have forged partnerships with international counterparts, ben-
efiting from shared technologies, methodologies, and market
access. Among the most prominent is Syndis, Iceland’s leading
information security company, with operations in both US
and continental Europe. Especially noteworthy is the offensive
capabilities Syndis has demonstrated publicly by working with
top-tier US based companies such as Dropbox [16]. Syndis
has over the years trained many of Iceland’s top cybersecurity
experts that have demonstrated competitiveness at a global
level, for example by qualifying for the Defcon CTF finals,
placing second among the nordics in CTF competitions, and

placing 17th in the European Cyber Security Challenge where
the USA placed 15th.

Defend Iceland—Syndis was recently awarded a 2,5 million
Euro grant under the Digital Europe plan for the project
Defend Iceland, a nationwide bug bounty platform aimed at
including every Icelandic organisation and company in scope.
Iceland is an ideal testing ground for a project of such a large
scale with short communication lines between government
and industry. In addition the nation’s digital infrastructure
and services reflect a microcosm of other nation states due
to several factors, including population size, high level of
digital literacy, and geographical isolation. Defend Iceland is
supported by key stakeholders, indicating a strong shift in the
cybersecurity culture and readiness to employ innovative and
cost-effective ways to improve cyber resilience that eventually
could be transposed globally.

Education and Training—Recognizing the importance of
cybersecurity awareness, several enterprises have established
training centers, offering courses ranging from cybersecurity
clinics for students to help small businesses to advanced threat
mitigation classes [17]. In 2023, Iceland was awarded a grant
from the European Digital Innovation Hubs Network to create
The Center for Digital Innovation to focus on cybersecu-
rity. This grant will foster collaboration across the university
ecosystem, startup companies and established industry with
founding partners including companies Origo and Syndis,
Audna Teaknitorg (the Icelandic Technology Transfer Office,)
the University of Iceland, the University of Reykjavik and
Rannfs.

Public Sector—To promptly address and mitigate cyber
threats and incidents, the Icelandic government established
the Computer Emergency Response Team (CERT-IS) in 2013,
as organisational unit under the Electronic Communications
Office of Iceland (ECOI). As the national authority on cy-
ber incident response, CERT-IS collaborates closely with
other governmental bodies, the private sector, and interna-
tional counterparts. Its remit is multifaceted, encompassing
threat intelligence sharing, coordinating national responses
to significant cyber incidents, and advising both public and
private entities on best practices for cyber resilience. The
Icelandic government has also invested in modernizing the



public sector’s digital infrastructure through such initiatives
as Digital Iceland, launched in 2018, ensuring that it is built
on contemporary technological frameworks that inherently
prioritize security, thus reducing potential vulnerabilities.

The Icelandic National Cybersecurity Strategy—In Novem-
ber 2021, the Icelandic government published a comprehensive
National Cybersecurity Strategy for the years 2022-2037,
outlining the nation’s vision and action plan for the next fifteen
years. This strategy, a testament to Iceland’s commitment to
cyber resilience, emphasizes several key areas:

o Infrastructure Protection: Recognizing the importance
of safeguarding critical infrastructure, from energy grids
to communication networks, the strategy lays out mea-
sures for their continual assessment and fortification.

o Public-Private Partnerships: A significant portion of the
strategy is dedicated to fostering partnerships between the
government and the commercial sector, ensuring that both
domains benefit from mutual expertise.

¢ Research and Innovation: The strategy earmarks sub-
stantial resources for research and innovation, aiming to
keep Iceland at the forefront of cybersecurity technologies
and methodologies.

o International Collaboration: Given the transnational
nature of cyber threats, the strategy underscores the
importance of international cooperation, particularly with
bodies like NATO and the EU, to bolster Iceland’s cyber
defenses.

o Capacity Building: Aiming to build a nation well-
equipped to handle cyber challenges, the strategy outlines
plans for comprehensive training, curriculum integration,
and the establishment of cybersecurity institutions.

IV. THE ROLE OF NATO FOR ICED

NATO can play a pivotal role in enhancing Iceland’s cy-
ber defenses. One of the most effective ways is through
the deployment of multi-national Cyber Protection Teams
(CPTs) to Iceland, leveraging the NATO Federated Mission
Networking (FMN) framework for enhance interoperability
and information-sharing. Such teams, comprised of experts
from various member states, bring a wealth of knowledge,
experience, and resources to the table.

Table 1 describes the main support provided by NATO
CPTs by working closely with a future ICED Force, and other
Icelandic agencies and institutions.

Further, as of March 2023 Iceland became a formal member
of the NATO Cooperative Cyber Defence Centre of Excellence
(CCDCOE). The annual Locked Shields exercise, organized
by the NATO CCDCOE in Estonia, is the world’s largest and
most advanced international live-fire cyber defense exercise.
2023 was the first year Iceland participated in this event,
where Iceland and Sweden partnered to take first place of
the 38 countries participating, demonstrating its cyber defense
prowess [18]. By participating in and even organizing such
drills, Iceland can ensure its defense personnel remain at the
cutting edge of cyber defense strategies.

V. CASE: SWEDEN

Sweden’s National Strategy for Information and Cyber
Security, set forth by the Swedish Government in 2017, acts
as the guiding principle for all cyber-related activities in
the country. It identifies threats, vulnerabilities, and outlines
clear goals. Such a strategic foundation ensures that various
departments and agencies operate in tandem and toward a com-
mon objective. Sweden’s approach underscores the importance
of multi-agency collaboration. The Swedish Armed Forces,
Swedish Security Service (Sdpo), and the Swedish Civil
Contingencies Agency (MSB) work in concert to safeguard
the nation’s cyber realm. This synergy allows for pooling
resources, intelligence, and capabilities, ensuring a unified
response to threats. Established in 2022, the Swedish National
Cyber Security Centre (NCSC) is tasked by the Swedish gov-
ernment to reinforce the nation’s capability to prevent, detect,
and manage cyberattacks. The center coordinates stakeholder
efforts in the area, and publishes advice regarding active
cyber threats, vulnerabilities, and risks. Recognizing that a
significant chunk of cyber infrastructure is owned and operated
by the private sector, Sweden has been proactive in fostering
public-private partnerships. The Forums for Cyber Security
Information Sharing, an initiative by MSB, serves as a plat-
form for dialogue and cooperation between state agencies and
private stakeholders within several separate business verticals.
For Iceland, this can be an invaluable lesson in integrating
the strengths of the civilian commercial sector with national
defense imperatives.

Sweden’s emphasis on educating the public about cyber
risks cannot be understated. One of the most publicized
campaigns during the last few years was the brochure “If
Crisis or War Comes” from 2018—distributed by mail to
all Swedish households—detailing how Swedes can become
better prepared for the consequences of serious accidents,
military conflict, or cyber attacks. Through various such
campaigns, the Swedish public is continously made aware of
potential threats and best practices for digital hygiene. Iceland,
given its interconnected digital infrastructure, would do well to
emulate this aspect, ensuring its populace remains a strength,
not a vulnerability. Despite its tradition of neutrality, Sweden
actively collaborates with international entities, including EU,
NATO, and other nations on cyber-related issues. The sharing
of threat intelligence, best practices, and participation in joint
drills strengthens Sweden’s cyber posture. Sweden’s National
Defence Radio Establishment (FRA) actively monitors cy-
berspace, ensuring that emerging threats are identified and
countered proactively. The dynamic nature of cyber threats ne-
cessitates an adaptive defense mechanism, where exploitation
of an aggressor’s cyber weaknesses may sometimes be the best
approach to defense. Companies like Ericsson, based out of
Sweden, play pivotal roles in the global digital infrastructure.
The expertise and insights from such entities are integrated
into Sweden’s national defense strategies. Iceland, with its
burgeoning digital infrastructure sector, can similarly leverage
insights from its commercial entities for national defense.
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Figure 1. Capability Components of ICED Forces

VI. CASE: ESTONIA

Estonia’s experience with cyber defense stands as a beacon
for nations grappling with the challenges of an interconnected
digital age. The 2007 cyber-attacks on Estonia, which crippled
its financial, media, and governmental online platforms, acted
as a wake-up call. Since then, Estonia has transformed itself
into a global leader in the realm of cyber defense. Its journey
offers invaluable lessons for nations like Iceland, eager to
fortify their digital frontiers.

Following the 2007 attacks, Estonia promptly revisited its
national cybersecurity policies. The result was the National
Cyber Security Strategy, which placed cyber defense at the
forefront of national defense priorities. It demonstrates the
need for a responsive policy framework that evolves with
threats. Estonia’s response after the 2007 attack wasn’t just
defensive; it involved a deep introspection and post-incident
analysis, leading to revamped strategies and infrastructure.
This adaptive mindset, where failures become steppingstones
to robust solutions, is essential for any nation, including
Iceland. One of Estonia’s most significant achievements is
its transformation into a digital society, with e-governance
at its heart. e-Estonia ensures that governmental services are
accessible online, reflecting a deep trust in its cyber defense
capabilities. This trust arises from rigorous security measures,
a model Iceland could emulate to bolster public faith in digital
platforms. Estonia realized early on that cybersecurity was not
just a national concern but a global one. As a result, Estonia
has been a strong advocate for international cooperation, lead-
ing to the establishment of the NATO CCDCOE in its capital,
Tallinn. By fostering international collaboration, Iceland can
tap into a global reservoir of knowledge and expertise.

Like Sweden, Estonia acknowledges the crucial role the
private sector plays in cybersecurity. Their close cooperation
with tech companies, ISPs, and banks ensures that the national
cyber defense framework is holistic and resilient. Estonia’s
Cyber Defence Unit, a part of its voluntary Defence League,
exemplifies civilian engagement in national cyber defense. Cit-
izens with IT skills offer their expertise to fortify the nation’s
cyber infrastructure, creating a robust line of defense that
complements professional military and governmental efforts.

VII. BUILDING BLOCKS OF ICELAND’S FUTURE CYBER
DEFENSE CAPABILITY

To fortify Iceland against the ever-evolving spectrum of
cyber threats, a comprehensive and multi-faceted approach
to defense is imperative. This section delves into the eight
cornerstone components vital for building a robust and resilient
cyber defense framework for Iceland.

« National Cyber Security Strategy: A clear, well-defined
national cyber security strategy serves as the roadmap for
Iceland’s cybersecurity initiatives. It defines the nation’s
cyber priorities, threats, vulnerabilities, and outlines mea-
sures for preparedness, response, and recovery. Although
the current strategy from 2021 lays down a cohesive
foundation, it must continuously be revised to stay in line
with technological trends and geopolitical development.

« Military Cyber Defense: A potent military cyber defense
capability is as vital as conventional armed forces. Since
the war in Ukraine started, the number of cyberattacks
targeting Nordic countries has grown significantly, where
Iceland has become a de-facto staging ground for illicit
cyber activities. This involves the creation of specialized



units trained in cyber operations, tools for threat detection
and response, and ongoing warfare simulations to prepare
for potential cyber attacks targeting national defense
assets.

« National Cyber Security Center (NCSC): Drawing in-
spiration from Sweden’s National Cyber Security Center,
Iceland should consider establishing its own NCSC. This
body would act as the epicenter for cyber threat intelli-
gence, risk assessments, and providing best practices to
sectors across the nation, enhancing the country’s overall
cybersecurity posture.

o Active National CERT: The Icelandic Computer Emer-
gency Response Team (CERT-IS) acts as the frontline
defense, offering immediate response to cyber incidents
and facilitating their mitigation. An active national CERT,
working in tandem with the NCSC, would provide the
necessary technical expertise and coordination for inci-
dent management at a national level.

« International Cooperation: In the realm of cybersecu-
rity, no nation stands alone. Given the borderless nature
of cyber threats, international cooperation—-both military
and civilian—-is paramount. Engaging in alliances, shar-
ing threat intelligence, and participating in multinational
cyber exercises can significantly boost Iceland’s readiness
and response capabilities.

o Incident Response Planning: Having a clear-cut incident
response plan ensures timely and efficient action during a
cyber crisis. This involves categorizing potential threats,
designating roles and responsibilities, and setting com-
munication protocols for a swift response to mitigate the
impact of cyber incidents.

« Civilian-Military Cooperation: Cyber security is not
just a security issue. It is also a requirement to fully
harness the power of innovation. A harmonized approach
between civilian entities and military units is thus crucial.
Civilian infrastructure often becomes the target in cyber
conflicts. To future-proof all of society there needs to
be awareness, expertise, and regulations regarding cyber
security. Seamless cooperation, sharing resources and
intelligence between these two sectors can amplify the
nation’s defense mechanisms.

o Cyber Security Education: The cornerstone of a re-
silient cyber defense is an informed populace. Integrat-
ing cybersecurity education into school curricula and
conducting public awareness campaigns can empower
individuals to safeguard their digital realms. A well-
informed society can act as the first line of defense,
reducing vulnerabilities and enhancing national cyber
resilience.

VIII. DISCUSSION

The digital era has ushered in not only unprecedented
opportunities but also multifaceted challenges, as exemplified
by nations like Estonia and Sweden. Iceland, in its strategic
location and with its growing digital infrastructure, finds itself
at a unique juncture, necessitating robust defenses against

cyber threats. Establishing an Icelandic Cyber Exploitation and
Defense Force, fully integrated with partner resources in multi-
national operations, appears to be an attractive approach to
address to meet the plethora of cyber threats that the country
is faced with.

Drawing from the lessons of Sweden and Estonia, a co-
hesive national strategy becomes imperative. This strategy
should outline Iceland’s objectives, threats, stakeholder roles,
and long-term goals in the cyber domain. It will provide
a directional compass for the ICED Force, ensuring align-
ment with national priorities. The complexity of modern
cyber threats requires a multi-layered defensive approach. This
means integrating capabilities across sectors, from monitoring
submarine cables and satellite communication ground stations
to safeguarding national data centers. The ICED Force should
be equipped to detect, defend, and deter threats across these
layers. Given its NATO affiliations and the lessons from Esto-
nia’s active collaboration on global platforms, Iceland should
prioritize international cooperation. NATO’s Federated Mis-
sion Networking, which enables joint operations, data sharing,
and improved situational awareness, can be a pivotal tool for
the ICED Force. Much like Sweden’s approach, Iceland needs
to recognize the invaluable expertise lying within its private
sector. A synergetic relationship between the ICED Force and
companies, especially those operating critical infrastructure,
can enhance threat detection and response times. Estonia’s
Cyber Defence Unit demonstrates the strength of civilian
engagement. A similar voluntary defense league in Iceland,
perhaps an eventual spin-off from Defend Iceland, drawing
from the nation’s pool of IT professionals and enthusiasts, can
significantly augment the ICED Force’s capabilities. Continu-
ous training, simulations, and international cyber drills should
be integral to the ICED Force. Such initiatives ensure that
the ICED Force remain updated on evolving threats and best
practices, honing their skills in real-time scenarios. Beyond
mere defense, the ICED Force should be adept at rapid incident
response, minimizing potential damage. Furthermore, post-
incident analysis and feedback loops, much like Estonia’s
approach post-2007, will ensure that the force continuously
refines its strategies and tools.

Lastly, as Iceland has established itself as a focal point for
digital communication services in the Northern Atlantic, it’s
paramount for the country to prioritize societal cyber hygiene.
Iceland’s strategic position between North America and Eu-
rope magnifies its importance, especially given Russia and
China’s acquisition of both physical and cyber assets within
its borders. These acquisitions present potential vulnerabilities,
possibly allowing covert surveillance or sabotage of key dig-
ital connections between Europe and the U.S. Strengthening
governance over foreign investments, coupled with enhanced
threat detection and diplomatic engagements, is crucial for
safeguarding national interests. Iceland must simultaneously
fully integrate its cyber defenses with alliance members to
ensure its digital domain remains secure and sovereign.



IX. CONCLUSION

Iceland has exceptional in-country expertise in the cyber do-
main, which, if appropriately organized, could yield significant
contributions to NATO cyber coalition operations. Iceland’s
currently fragmented approach to cyber national security does
not serve its domestic interests or its allies. Organizing and
coalescing Iceland’s cyber resources into an Icelandic Cyber
Exploitation and Defense (ICED) Force will allow Iceland
to remain true to its civilian-focused strategic ambitions,
while engaging in a robust defend forward and persistent
engagement cyber strategy. As evidenced by Iceland’s joint
win with Sweden at Locked Shields in 2023, engaging in
robust cyber coalition operations has great potential. The ICED
Force blueprint outlined in this paper proposes a path toward
fostering robust coalition engagement that will benefit both
Iceland and its NATO allies.

AUTHOR’S NOTE

Insights gathered from the Icelandic National Security
Council and workshops with Icelandic industry stakeholders
were conducted while co-author Dr. Gregory Falco served as
a Fulbright Iceland-National Science Foundation Scholar in
Cybersecurity and Critical Infrastructure in Reykjavik, Iceland.
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